
14 BootLoader Menu on the AR3600

About This Chapter

The BootLoader menu on the AR3600 provides system software upgrade and
console port password deletion. When the AR3600 becomes faulty and the
command line interface cannot be accessed, you can use the BootLoader menu to
restore the device status.

14.1 Overview of the BootLoader Menu

14.2 Licensing Requirements and Limitations for the BootLoader Menu
This section provides the configuration precautions of BootLoader menu
introduction.

14.3 BootLoader Menu

14.4 Serial SubMenu

14.5 Ethernet SubMenu

14.6 Modify Startup Parameters

14.7 File System

14.8 Password Manager

14.9 Configuration Examples for the BootLoader Menu on the AR3600

14.1 Overview of the BootLoader Menu

On the AR3600, the BootLoader is a Linux application and is used to upgrade
system files, save system settings, and manage files in partitions and startup
programs.

You can use the BootLoader menu in the following situations:

● When the system breaks down and the command line interface cannot be
accessed, use the BootLoader menu to restore or upgrade the system.
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● To prevent configuration loss, use the BootLoader menu to back up the
configuration file.

● To prevent unauthorized users from accessing the BootLoader menu, use the
BootLoader menu to modify the password for accessing the BootLoader
menu.

● When you fail to log in to the device because the console port password is
forgotten, use the BootLoader menu to delete the console port password.

14.2 Licensing Requirements and Limitations for the
BootLoader Menu

This section provides the configuration precautions of BootLoader menu
introduction.

Involved Network Elements
None

Licensing Requirements
The BootLoader menu is a basic feature of a router and is not under license
control.

Feature Limitations
None

14.3 BootLoader Menu

Log in to the device through the console port.

NO TE

For details on how to connect the console port to the device, see 9.4.4 Logging In to a
Device Through the Console Port. If third-party terminal simulation software is used, set
communication parameters. If parameter settings are incorrect, the third-party software
may input additional characters when you perform operations through the BIOS menu. As a
result, some operations may fail to be performed.

Restart the device. When the system displays the following information, press Ctrl
+B within 3s to access the BootLoader menu.

Press Ctrl+B to break auto startup ... 3

Enter Password:******

        BootLoader Menu

    1. Default Startup
    2. Serial SubMenu
    3. Ethernet SubMenu
    4. Modify Startup Parameters
    5. File System
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    6. Password Manager
    7. Reboot

Enter your choice(1-7):

The AR3600 supports the flash memory and USB flash drive.

Here, the flash memory is used as an example.

Table 14-1 BootLoader menu

Item Description

Press Ctrl+B to break auto startup Press Ctrl+B within 3s to access the
BootLoader menu.
Generally, when the command line
interface cannot be accessed, access the
BootLoader menu to debug the device.

Enter Password Enter the password. The default
username and password are available in
AR Router Default Usernames and
Passwords (Enterprise Network or
Carrier). If you have not obtained the
access permission of the document, see
Help on the website to find out how to
obtain it.
If you enter the incorrect password for
three consecutive times, the system
restarts.
You can modify the password through 1.
Modify bootloader Password in 6.
Password Manager.

1. Default Startup To rapidly start the device, perform this
operation.
When the modified parameters do not
affect the initialization of the BootLoader
menu, start the device through 1.
Default Startup to prevent the device
from being initialized repeatedly.
After this operation is performed, the
device starts up from the current phase.

2. Serial SubMenu To set the baud rate of the serial port,
access this menu.

3. Ethernet SubMenu To obtain files through the management
port, access this menu.
The file transfer speed is fast, but you
need to set network parameters and
configure the file server to ensure that
there is a reachable route between the
device and file server.
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Item Description

4. Modify Startup Parameters To view and modify the startup
configuration, access this menu.

5. File System To manage and maintain the file system,
access this menu.

6. Password Manager To prevent unauthorized users from
accessing the BootLoader menu, access
this menu to modify the password for
accessing the BootLoader menu.
When you fail to log in to the device
because the console port password is
forgotten, access this menu to delete the
console port password.

7. Reboot When the modified parameters affect the
initialization of the BootLoader menu,
access this menu to restart the
BootLoader. Then start the device.

 

14.4 Serial SubMenu

Access the BootLoader menu and select 2 to access the Serial SubMenu.

        BootLoader Menu

    1. Default Startup
    2. Serial SubMenu
    3. Ethernet SubMenu
    4. Modify Startup Parameters
    5. File System
    6. Password Manager
    7. Reboot

Enter your choice(1-7):2

        Serial SubMenu

    1. Modify baud rate
    0. Return

Enter your choice(0-1):
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Table 14-2 Serial SubMenu

Item Description

1. Modify baud rate Change the parameters of the console port. By
default, the transmission rate is 9600 bit/s.
The serial port supports the following
transmission rates:
● 9600bit/s
● 19200bit/s
● 38400bit/s
● 57600bit/s
● 115200bit/s
After the transmission rate of the serial port is
changed, change the transmission rate of the PC
to be the same as that of the device and
reconnect the PC and device.

0. Return Return to the BootLoader menu.

 

14.5 Ethernet SubMenu

Access the BootLoader menu and select 3 to access the Ethernet SubMenu.
        BootLoader Menu

    1. Default Startup
    2. Serial SubMenu
    3. Ethernet SubMenu
    4. Modify Startup Parameters
    5. File System
    6. Password Manager
    7. Reboot

Enter your choice(1-7):3
                   Ethernet SubMenu

    1. Update CPLD
    2. Update Software
    3. Display Parameters
    4. Modify Parameters
    5. Save Parameters
    0. Return

Enter your choice(0-5):

Table 14-3 Ethernet SubMenu

Item Description

1. Update CPLD Upgrade the CPLD through the network port.

2. Update Software Upgrade the system software through the
network port.
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Item Description

3. Display Parameters Modify network parameters through this menu.

4. Modify Parameters Before uploading or downloading files, set
network parameters through this menu.
The configured network parameters take effect
currently.

5. Save Parameters To make the configured network parameters
take effect during next restart, save the network
parameters through this menu before device
startup.

0. Return Return to the BootLoader menu.

 

14.5.1 Modify Parameters

Access the Ethernet SubMenu and select 4 to access the Modify Parameters
menu.

        Ethernet SubMenu

    1. Update CPLD
    2. Update Software
    3. Display Parameters
    4. Modify Parameters
    5. Save Parameters
    0. Return

Enter your choice(0-5):4
NOTE:
Ftp type define:  0(ftp), 1(tftp),
ENTER = no change; '.' = clear;

Ftp type            : 0
File name           : ar3600.cc
Ethernet ip address : 192.168.1.3
Ethernet ip mask    : 255.255.255.0
Host ip address     : 192.168.1.11
Ftp user            : huawei
Ftp password        : **********

Modify net parameter success.

● Run TFTP or FTP software on the PC. For details, see the third-party software
help.

NO TE

You can use FTP or TFTP to set network parameters through this menu. The PC must
function as the FTP or TFTP server and connects to the management port of the
device, and the PC must be on the same network segment as the device.

● Set network parameters.
The parameter values can contain only letters, numerals, underscores, and
dots. Blanks are not allowed.
– Ftp type: Configure the device as the FTP or TFTP client. By default, the

device functions as the FTP client.
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– File name: Set the name of the file to be transferred.
– Ethernet ip address: Set the IP address of the management port.
– Ethernet ip mask: Set the subnet mask.
– Host ip address: Set the IP address of the FTP or TFTP server.
– Ftp user: Set the user name for accessing the FTP server.
– Ftp password: Set the password for accessing the FTP server.

NO TE

If the device uses TFTP to transfer files, press Enter. You do not need to set Ftp user
and Ftp password.

14.6 Modify Startup Parameters

Access the BootLoader menu and select 4 to access the Modify Startup
Parameters menu.
        BootLoader Menu

    1. Default Startup
    2. Serial SubMenu
    3. Ethernet SubMenu
    4. Modify Startup Parameters
    5. File System
    6. Password Manager
    7. Reboot

Enter your choice(1-7):4
                Modify Startup Parameters

    1. Display Current Startup Configuration
    2. Modify Startup Boot File
    3. Modify Startup Configuration File
    4. Startupfile Check Manage
    0. Return

Enter your choice(0-3):

Table 14-4 Modify Startup Parameters

Item Description

1. Display Current
Startup Configuration

View the system software and configuration file for
current and next startup.
Before system upgrade or downgrade, access this
menu to check whether the system software and
configuration file are correct.

2. Modify Startup Boot
File

Specify system software for next startup.
Before system upgrade or downgrade, access this
menu to specify system software for next startup.

3. Modify Startup
Configuration File

Specify the configuration file for next startup.
Before system upgrade or downgrade, access this
menu to specify the configuration file for next
startup.
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Item Description

4. Startupfile Check
Manage

Manage the startup file check.
To check or modify the startup file check
configuration, access this menu to manage the
startup file check.

0. Return Return to the BootLoader menu.

 

14.6.1 Display Current Startup Configuration

Access the BootLoader menu and select 1 to access the Display Current Startup
Configuration menu.

                Modify Startup Parameters

    1. Display Current Startup Configuration
    2. Modify Startup Boot File
    3. Modify Startup Configuration File
    4. Startupfile Check Manage
    0. Return

Enter your choice(0-3):1

************** Current Stratup info ****************
Valid Flag State       : Vaild
Boot File Name         : flash:/softwarenew.cc
Paf File Name          :
Licence File Name      :
Config File Name       : flash:/cfgnew.zip
Patch File Name        :

************** Pre Startup info ********************
Valid Flag State       : Vaild
Boot File Name         : flash:/software.cc
Paf File Name          :
Licence File Name      :
Config File Name       : flash:/cfg.zip
Patch File Name        : 

You can access this menu to view the system software and configuration file for
current and next startup.

14.6.2 Modify Startup Boot File

Access the BootLoader menu and select 2 to access the Modify Startup Boot File
menu.

                Modify Startup Parameters

    1. Display Current Startup Configuration
    2. Modify Startup Boot File
    3. Modify Startup Configuration File
    4. Startupfile Check Manage
    0. Return

Enter your choice(0-3):2
         Select Boot File

    1. Flash
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    2. USB[0]
    0. Return

Enter your choice(0-2):1
NOTE: Boot file must be .cc or .CC

Current boot file: flash:/softwarenew.cc
Press ENTER directly for no change.
Or, please input the new file name: flash:/softwarenew1.cc
Save the boot file name: flash:/softwarenew1.cc ? Yes or No(Y/N)y
Save load state word...OK!

Before system upgrade or downgrade, access this menu to specify system software
for next startup.

Select the flash memory or USB flash drive where the system software is stored.
You can select the serial number.

If the check flag for the digital signature file of the system software is set based
on 14.6.4 Startupfile Check Manage, the procedure for specifying the startup
system software is as follows:

                Modify Startup Parameters

    1. Display Current Startup Configuration
    2. Modify Startup Boot File
    3. Modify Startup Configuration File
    4. Startupfile Check Manage
    0. Return

Enter your choice(0-3):2
         Select Boot File

    1. Flash
    2. USB[0]
    0. Return

Enter your choice(0-2):1
NOTE: Boot file must be .cc or .CC

Current boot file: flash:/softwarenew.cc
Press ENTER directly for no change.
Or, please input the new file name: flash:/ar3600.cc
Save the boot file name: flash:/ar3600.cc ? Yes or No(Y/N)y
Signature Check needed! 
        Select Signature file: 
    0. Flash
    1. USB[1] 

Enter your choice(0-1):0
Input the signature file: flash:/ar3600.cc.asc
 Verifying,This may last a few minutes.Please Wait......
 Step1: Pre-deal with keyfile in start packet ...OK
 Step2: Pre-deal with applied signature file ...OK
 Step3: Pre-deal with target boot file ...OK
 Step4: Verifying Data......OK
 signature file check success!

Signature check success!
Save the boot file name: falsh:/ar3600.cc ? Yes or No(Y/N) Y
Save load state word...OK!

14.6.3 Modify Startup Configuration File

Access the BootLoader menu and select 3 to access the Modify Startup
Configuration File menu.
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                Modify Startup Parameters

    1. Display Current Startup Configuration
    2. Modify Startup Boot File
    3. Modify Startup Configuration File
    4. Startupfile Check Manage
    0. Return

Enter your choice(0-3):3
        Select Config File

    1. Flash
    2. USB[0]
    0. Return

Enter your choice(0-2):1
NOTE: Config file must be .zip or .cfg or .ZIP or .CFG

Current Config file: flash:/cfgnew.zip
Press ENTER directly for no change.
Or, please input the new file name: flash:/cfgnew1.zip
Save the config file name: flash:/cfgnew1.zip ? Yes or No(Y/N)y
Save load state word...OK!

When a specified configuration file is required to meet service requirements, you
can use this menu to specify this configuration file for next startup.

Select the flash memory or USB flash drive where the configuration file is stored.
You can select the serial number.

14.6.4 Startupfile Check Manage

Access the startup select submenu and select 4 to access the startup file check
manage menu.

                Modify Startup Parameters

    1. Display Current Startup Configuration
    2. Modify Startup Boot File
    3. Modify Startup Configuration File
    4. Startupfile Check Manage
    0. Return

Enter your choice(0-3):4
        File Check Manage

    1. Set SignatureCheck Flag
    2. Clear SignatureCheck Flag
    3. Query SignatureCheck Flag
    0. return

Enter your choice(0-3):1
Set SignatureCheckFlag Success!

        File Check Manage

    1. Set SignatureCheck Flag
    2. Clear SignatureCheck Flag
    3. Query SignatureCheck Flag
    0. return

Enter your choice(0-3):3
StartUp SignatureCheck Flag Exist

        File Check Manage

    1. Set SignatureCheck Flag
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    2. Clear SignatureCheck Flag
    3. Query SignatureCheck Flag
    0. return

Enter your choice(0-3):2
Clear SignatureCheckFlag Success!

        File Check Manage

    1. Set SignatureCheck Flag
    2. Clear SignatureCheck Flag
    3. Query SignatureCheck Flag
    0. return

Enter your choice(0-3):3
StartUp SignatureCheck not Exist

To check or modify the system software check configuration, access this menu to
manage the system software check.

Select 1. Set SignatureCheck Flag to set the check flag for the digital signature
file of the system software. The check flag is used for performing the validity
check for the digital signature file of the system software. Select 2. Clear
SignatureCheck Flag to cancel the check flag for the digital signature file of the
system software. Select 3. Query SignatureCheck Flag to check whether the
check flag for the digital signature file of the system software is set.

14.7 File System

Access the BootLoader menu and select 5 to access the File System menu.
        BootLoader Menu

    1. Default Startup
    2. Serial SubMenu
    3. Ethernet SubMenu
    4. Modify Startup Parameters
    5. File System
    6. Password Manager
    7. Reboot

Enter your choice(1-7):5
        File System

    1. Flash file system
    2. USB file system
    0. Return

Enter your choice(0-2):

Select 1 to access the Flash file system submenu. The flash file system is used as
an example, and the USB flash drive file system is similar.

        File System

    1. Flash file system
    2. USB file system
    0. Return

Enter your choice(0-2):1
        Flash file system MENU

    1. List file in flash
    2. Delete file in flash
    3. Rename file in flash
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    4. Copy file in flash
    5. Format Flash file system
    6. Upload file to server
    7. Download file from server
    0. Return

Enter your choice(0-7):

● Select 1 to access the List file in flash submenu.
Enter your choice(0-7):1
Files in Directory of flash :
total                                                                                                                               
-rw-r--r--        242603520    Feb 20  11:11 
ar3600.cc                                                                              
-rw-r--r--        202317952    Feb 17  09:23 
ar3600_llt.cc                                                                          
drwx------             4096    Feb 19  15:16 logfile                                                                                
drwx------            16384    Feb 13  12:41 lost
+found                                                                             
--w-------           304700    Feb 17  09:16 
sacrule.dat                                                                            
                                                                                                                                    
 Total: 14636 MB, Used:  1229 MB, Free: 13407 MB ( 97%) 

● Select 2 to access the Delete file in flash submenu.
Enter your choice(0-7):2
This may cause your system fail to start!
Please input the file name you want to delete: sacrule.dat
delete it? Yes or No(Y/N): y
Deleting file[flash:/sacrule.dat], please wait....Done

● Select 3 to access the Rename file in flash submenu.
Enter your choice(0-7):3
Please input the file name: ar3600_llt.cc
Please input the new name: ar3600_llt2.cc
Rename file[flash:/ ar3600_llt.cc] to [flash:/ ar3600_llt2.cc], Yes or No(Y/N): y
Rename OK!

● Select 4 to access the Copy file in flash submenu.
Enter your choice(0-7):4                                                                                                            
Please input the file name: 
ar3600_llt2.cc                                                                                           
Please input the new name: 
ar3600_llt3.cc                                                                                           
Copy file[flash:/ar3600_llt2.cc] to [flash:/ar3600_llt3.cc], Yes or No(Y/N): y 
file copy OK! 

● Select 5 to access the Format Flash file system submenu.
Enter your choice(0-7):5
All files in the device flash will be lost.
Are you sure to format it? Yes or No(Y/N): y
Format file system. Please wait....

Format success!

● Select 6 to access the Upload file to server submenu.
Enter your choice(0-7):6
Please input the file name you want to upload: 
vrpcfg.zip                                                                           
upload file : vrpcfg.zip                                                                                                            
                                                                                                                                    
Reading file:[flash:/vrpcfg.zip], please 
wait ....done!                                                                             
                                                                                                                                    
Uploading[flash:/vrpcfg.zip] to server, please wait ....done

● Select 7 to access the Download file from server submenu.
Enter your choice(0-7):7
Please input the file name you want to download: 
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grub.efi                                                                           
download file : grub.efi                                                                                                            
                                                                                                                                    
Downloading ....                                                                                                                    
file downloading is completed,writing file:[ flash:/grub.efi ]to file system .OK!   

Table 14-5 File Manager menu

Item Description

1. List file in flash/USB[0/1] View the file list in the flash memory or USB
flash drive.

2. Delete file in flash/USB[0/1] Delete files from the flash memory or USB
flash drive.

3. Rename file in flash/
USB[0/1]

Rename directories or files in the flash
memory or USB flash drive.

4. Copy file in flash/USB[0/1] Copy directories or files in the flash memory
or USB flash drive.

5. Format flash/USB[0/1] file
system

Format the flash memory or USB flash drive.

6. Upload file to server Upload files from the flash memory or USB
flash drive to the server.

7. Download file from server Download files from the server to the flash
memory or USB flash drive.

0. Return Return to the BootLoader menu.

 

14.8 Password Manager
Access the BootLoader menu and select 6 to access the Password Manager menu.
        BootLoader Menu

    1. Default Startup
    2. Serial SubMenu
    3. Ethernet SubMenu
    4. Modify Startup Parameters
    5. File System
    6. Password Manager
    7. Reboot

Enter your choice(1-7):6
        Password Manager                                                                                                            
                                                                                                                                    
    1. Modify bootloader Password                                                                                                   
    2. Clear the console login password                                                                                             
    0. Return    

Enter your choice(0-2):1                                                                                                            
Modify password. the password length must >= 6.Press Ctrl+c to 
break.                                                               
Enter Old Password:******
Input new password:******
Input new password again:******
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Are you sure to change password? [y/n]:y
Save new password Success.

        Password Manager                                                                                                            
                                                                                                                                    
    1. Modify bootloader Password                                                                                                   
    2. Clear the console login password                                                                                             
    0. Return     

Enter your choice(0-2):2
Clear the console login password Succeed!

To prevent unauthorized users from accessing the BootLoader menu, access the
Modify bootloader Password menu to modify the password for accessing the
BootLoader menu.

When you fail to log in to the device because the console port password is
forgotten, access the Clear the console login password menu to delete the
console port password.

14.9 Configuration Examples for the BootLoader Menu
on the AR3600

14.9.1 How to Log In to the Device Through the BootLoader If
I Forget the Console Port Password

Networking Requirements
The console port of RouterA connects to the PC. When the console port password
is forgotten, you can log in to the device through the BootLoader.

Figure 14-1 Logging in to the router through the BootLoader

PC RouterA

Console

 

Procedure

Step 1 Log in to the router through the console port.

NO TE

When performing operations, ensure that users on the serial port are kept online.

Step 2 Restart RouterA. Press Ctrl+B to access the BootLoader menu when the following
information is displayed:
Bios    Version : V100R001C00B013                                                                                                   
Created date of Bios : Nov 12 2014 - 14:06:29                                                                                       
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Memory Information:                                                                                                                 
        Memory Size : 24GB                                                                                                          
        Memory Freq : DDR3-1333      
                                                                                                                                    
Board Information:                                                                                                                  
        Intel(R) Xeon(R) CPU E5-1428L v2 @ 2.20GHz                                                                                  
        NumCores :  6                                                                                                               
        Cpu Freq : 2214 MHz                                                                                                         
        MicroCodeVers : 416                                                                                                         
        CacheSize : 32                                                                                                              
Pci Initializing...             ok                                                                                                  
Usb Initializing...             ok                                                                                                  
?                                                                                                                                  
Boot from Main Grub                                                                                                                 
                                                                                                                                    
Grub    Version     : V100R001C00B013                                                                                               
Created date of Grub: Nov 19 2014 - 10:12:55                                                                                        
                                                                                                                                    
Press CTRL+S to enter grub shell ... 1                                                                                              
                                                                                                                                                              
                                                                                                                                                              
                                             
Boot from Main OS                                                                                                                   
                                                                                                                                                              
                                                                                                       
Booting Linux Kernel......                                                                                                          
INIT: version 2.88 booting                                                                                                          
Starting udev                                                                                                                       
Starting Bootlog daemon: bootlogd.                                                                                                  
Populating dev cache                                                                                                                
                                                                                                                                    
CPLD Version  : 100                                                                                                                 
Bios Version  : V100R001C00B013                                                                                                     
Grub Version  : V100R001C00B013                                                                                                     
Bootloader Version  : V100R001C00B013 Dec 12 2014 
19:44:50                                                                          
                                                                                                                                    
bootloader start!...                                                                                                                
Press Ctrl+B to break auto startup ... 3

NO TE

Enter the password to access the BootLoader menu. The default username and password
are available in AR Router Default Usernames and Passwords (Enterprise Network or
Carrier). If you have not obtained the access permission of the document, see Help on the
website to find out how to obtain it.

Step 3 Select 6 to access the Password Manager menu.
               BootLoader Menu                                                                                                             
                                                                                                                                    
    1. Default Startup                                                                                                              
    2. Serial SubMenu                                                                                                               
    3. Ethernet SubMenu                                                                                                             
    4. Modify Startup Parameters                                                                                                    
    5. File System                                                                                                                  
    6. Password Manager                                                                                                             
    7. Reboot                                                                                                                       
                       
Enter your choice(1-7):6                                                        

Step 4 Select 2 to access the Clear the console login password menu.
        Password Manager                                                    
                                                                                
    1. Modify bootloader Password                                               
    2. Clear the console login password                                         
    0. Return                                                                   
                                                                                
Enter your choice(0-2):2

Huawei AR Series Access Routers
CLI-based Configuration Guide - Basic Configuration 14 BootLoader Menu on the AR3600

Issue 14 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 411

https://support.huawei.com/enterprise/en/doc/EDOC1100182073?idPath=24030814%7C21432787%7C7923148%7C22893143%7C250936170
https://support.huawei.com/carrier/docview?nid=DOC1100769944&path=PBI1-7275726/PBI1-21782273/PBI1-21782305/PBI1-21103017/PBI1-250680700


Clear the console login password Succeed!

        Password Manager                                                           
                                                                                
    1. Modify bootloader Password                                                 
    2. Clear the console login password                                         
    0. Return                                                                   
                                                                                
Enter your choice(0-2):0

Step 5 Select 1 to start the device. You will log in to the device after the start.
        BootLoader Menu                                                               
                                                                                
    1. Default Startup                                                                                                              
    2. Serial SubMenu                                                                                                               
    3. Ethernet SubMenu                                                                                                             
    4. Modify Startup Parameters                                                                                                    
    5. File System                                                                                                                  
    6. Password Manager                                                                                                             
    7. Reboot                                                          
                        
Enter your choice(1-7):1

----End
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